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NNEETTWWOORRKK  VVUULLNNEERRAABBIILLIITTYY  AASSSSEESSSSMMEENNTT  
 
 
To compete in today’s changing landscape, you look for more efficient and productive ways to 
bring products and services to market. Information technology can afford you these benefits; 
taking advantage of the new and exciting features IT offers can be paramount to your company’s 
growth. However prior to taking on added resources, it's important to have an IT infrastructure 
that can readily respond to market forces. Your infrastructure needs to offer efficient 
management, ease of use, and adequate support for the latest advances in networking and 
server hardware while maintaining its integrity and security. 
 
VVuullnneerraabbiilliittyy  SSccaann  aanndd  CCoonnttrrooll  AAsssseessssmmeenntt  
Accudata Systems can help you assess the security of your network infrastructure by performing 
a complete vulnerability scan and assessment at each network point of entry, including servers, 
infrastructure, and application components used for the exchange of information between 
employees, customers, and business partners. The assessment searches for both documented 
and undocumented points of entry; it reviews, documents, and tests them for accessibility, 
unauthorized access, and level of security.  
 
We customize each vulnerability assessment to your specific IT environment and needs, but 
cover critical areas such as: 
 

 Primary point of entry segments, such as external and internal segments, DMZs, and partner 
networks 

 Remote site assessments 
 Servers from primary datacenters  
 Physical system access and social engineering  
 Optional wireless security assessment 
 Dial-up systems assessment 
 Documentation of findings and recommendations 
 Presentation of findings to increase management awareness 

 
You get a holistic view of the current state of your network security and its vulnerabilities.  

 
DDaattaa  CCoolllleeccttiioonn  TToooollss  aanndd  MMeetthhooddss  
Accudata Systems uses a variety of state-of-the-art tools and methodologies for data collection 
during each vulnerability assessment. Along with hardware and software inventorying tools, 
firsthand data collection and a variety of automated tools and manual processes are used to 
document network systems. Additionally, we use custom scripts and procedures to assess your 
systems and networks. 
 
OOppttiioonnaall  AAsssseessssmmeennttss  
In addition to a comprehensive vulnerability assessment, Accudata Systems offers a number of 
optional assessments depending on your environment and your specific needs. These include: 
 
 Internal & External Penetration Testing 
 Denial of Service Testing 
 Wireless Security Assessment 
 Dial-up Systems Discovery and Review 
 Enterprise Technical Security Controls & Tools Review  
 Phone Switch and Unified Messaging Systems Vulnerability Review 

 
RReeccuurrrriinngg  AAsssseessssmmeennttss  
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Performing regular assessments, semi-annually or quarterly, can be extremely important to the 
security of your environment because it documents the state of your network against new 
systems or discovered vulnerabilities over a defined period of time. All processes, results, and 
recommendations – including prioritization metrics – are compiled in a formal document, stored, 
and compared to previous assessments to uncover persistent problems or new issues.  
 
RReeppoorrttiinngg  aanndd  DDooccuummeennttaattiioonn  
Accudata Systems documents the results of the assessment and presents you with a full report of 
its findings. The report prioritizes your network vulnerabilities based on multiple risk and 
resolution levels, so you know immediately which systems are most vulnerable, the potential 
impact, and how difficult it will be to correct the problem. Additionally, the report recommends 
changes and best practices based on standards such as ISO 17799 and the SANS/ FBI Top 20 
list, for achieving and maintaining a highly secure infrastructure. 

 
 

 
 

 


